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ABSTRACT: Local governments across the world 
are in the middle of technological and economic 
developments that come together in the catch-
all label of smart cities or innovative cities. In a 
smart city, ICT-infused infrastructures enable the 
extensive monitoring and steering of city main-
tenance, mobility, air and water quality, energy 
usage, among others. The effect of growing pop-
ulation and the challenges regarding urbaniza-
tion and environmental sustainability have led 
the European Union to adopt different policies 
and initiatives to promote this new city model. 
Nevertheless, such processes use and produce 

RESUMO: Os governos locais em todo o mundo es-
tão no meio de desenvolvimentos tecnológicos e 
econômicos que se reúnem no rótulo abrangen-
te de cidades inteligentes ou cidades inovadoras. 
Numa cidade inteligente, as infraestruturas com 
base nas TIC permitem a monitorização e gestão 
extensiva da manutenção da cidade, mobilidade, 
qualidade do ar e da água, utilização de energia, 
entre outros. O efeito do crescimento populacio-
nal e os desafios da urbanização e da sustenta-
bilidade ambiental levaram a União Europeia a 
adotar diferentes políticas e iniciativas para pro-
mover este novo modelo de cidade. No entanto,
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massive amounts of data, which could affect 
people’s privacy. Countries like Spain have begun 
to invest in smart cities and Artificial Intelligence 
projects to improve efficiency in the public sec-
tor. However, the use of artificial intelligence 
can generate several problems such as opacity, 
legal uncertainty, or breaches of personal data 
protection. Therefore, the goal of this article is 
to identify the main legal challenges for public 
administrations derived from the development 
of innovative cities and the use of AI regarding 
to privacy.

KEYWORDS: E-government  – Data protection  – 
Public Administration – Privacy – Innovative cit-
ies – Artificial Intelligence.

esses processos usam e produzem grandes 
quantidades de dados, o que pode afetar a pri-
vacidade das pessoas. Países como a Espanha 
começaram a investir em cidades inteligentes e 
projetos de Inteligência Artificial para melhorar a 
eficiência do setor público. No entanto, o uso de 
inteligência artificial pode gerar vários proble-
mas, como opacidade, incerteza jurídica ou vio-
lação da proteção de dados pessoais. Portanto, 
o objetivo deste artigo é identificar os principais 
desafios jurídicos para as administrações públi-
cas decorrentes do desenvolvimento de cidades 
inovadoras e do uso de IA no que diz respeito à 
privacidade.

PALAVRAS-CHAVE: E-governo – Proteção de dados – 
Administração pública  – Privacidade  – Cidades 
inovadoras – Inteligência artificial.
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I. INTRODUCTION

More1 than half the world’s population resides in urban areas since cities con-
tinue attracting and increasing people in search of a job and to improve quality 
of life. It is estimated that by 2050 two thirds of the world’s population will live 
in cities, consuming more than seventy percent of energy and increasing the de-
mand for services and the pressure on resources in an alarming way. This expan-
sion of population numbers is accompanied by a range of challenges related to 
sustainability, security, public service management or even privacy2. 

 1. Como citar esse artigo/How to cite this article: GARCÍA, Itziar Sobrino. Innovative cities 
for E-governments. Artificial Intelligence initiatives in the public sector and the conflicts 
with privacy. Revista de Direito Administrativo e Infraestrutura – RDAI, São Paulo, v. 6, 
n. 21, p. 215-230, abr./jun. 2022. DOI: 10.48143/rdai.21.isobrinho

 2. According to the latest reports from the European Union on its page “Eurostat. Statistics 
explained” updated in 2021 on urbanization expectations at European level: https:// 
ec.europa.eu/eurostat/statistics-explained/index.php/Statistics_on_European_cities# 
Population.
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For this reason, it has been tried to combine technological advances to erad-
icate the problems that plague the cities of the 21st century, innovative cities or 
Smart cities have emerged. Smart cities use ICTs to improve the quality of citizens 
life, also in the public sphere. In this sense, the public administration must-have 
tools such as electronic administration, or intelligent public services, will allow 
it to perform massive data processing and improve the efficiency of its functions.

However, despite the opportunities presented by this new city model, numer-
ous challenges make it difficult to implement these innovative cities. Initially, 
there is no legal concept of smart cities, so the previous literature that refers to 
various definitions of the smart city should be reviewed, such as one that uses 
technological innovation to offer a more habitable environment to people3. But, 
this system of smart cities has numerous implications, such as an optimization 
of the circulation of the vehicles or the urban rethinking according to the current 
needs of society. All this requires a public-private collaboration for the imple-
mentation of a simplified and digitized management model that allows transpar-
ent governance and citizen participation, as well as the interoperability of data 
and information4. 

From the Spanish perspective, the “Plan Nacional de Ciudades Inteligentes del 
Gobierno” defines this model as a city that applies ICT to improve the quality of 
life and accessibility of its citizens and ensures social, economic, and environmen-
tal development. In smart cities, many services are provided without being able to 
adhere to the notion of public service or that of a service of general interest to have 
to include any activity related to public administration5. The evolution of inno-
vative cities is related to urban digital infrastructure, specifically with the ability 
to automate the collection, storage, retrieval, and processing of volumes of data. 
This phenomenon must be approached from multiple branches of knowledge, re-
flecting the need for a dialogue between technology and law, especially concern-
ing transparency and access to public information regarding data protection.6

 3. TOWNSEND, Anthony. Smart Cities: Big Data, Civic Hackers, and the Quest for a New 
Utopía. Londres-Nueva York: Norton & Company, 2013. 

 4. SOBRINO GARCÍA, Itziar. Desafíos y limitaciones en la contratación pública: el im-
pacto de la protección de datos tras los últimos cambios legislativos. Revista General 
de Derecho Administrativo, v.56, pág. 1-34, 2021.

 5. CERRILLO I MARTÍNEZ, Agustí. Los servicios de la ciudad inteligente, ponencia pre-
sentada en el XV Congreso Asociación Española de Profesores de Derecho Administrativo 
(AEPDA), La ciudad del siglo XXI: transformaciones y retos, 2020.

 6. PIÑAR MAÑAS, José Luis. Sociedad, innovación y privacidad. ICE: Revista de economías, 
v. 897, pág. 67-76, 2017.
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